COLLABORATION PROPOSAL

FOR THE IMPLEMENTATION OF A SIMPLE AND
FULLY HOMOMORPRIG ENCRYPTION SCHEME

Join us in a revolution of the field of computer microprocessors and cloud computing,
unlocking untapped mathematical potential that will redefine computing performance across
multiple sectors such as Machine Learning, Al and neural network training, Digital Signal
Processing, and cryptography, among others. Together, we will be able to develop the next
generation of software and hardware-based mathematical encryption schemes to set new
standards of privacy, reliability and efficiency in cloud computing.

My mathematical research provides an optimal representation of all mathematical objects
and structures [1,2], with the potential to revolutionize computer science and applied
mathematics. By leveraging this new mathematical description and developing practical
applications, we seek to create value by offering efficient technological solutions to a range
of industries. Applications include a general method for time and energy efficient Fully-
Homomorphic Encryption (often referred to as the Holy Grail of Cryptography), as well as a
new processor architecture with unique capabilities and characteristics that can replace the
existing Von-Neumann Architecture with a Computing-In-Memory scheme, which is key in
achieving time and energy efficient Al and Neural Network training. Through strategic
partnerships and collaborations, we are poised to drive innovation and create a competitive
edge in the rapidly evolving technological landscape, countering diminishing returns in
computing performance [3,4]. This proposal focuses on Low-Level-Languages and SW
based solutions to cryptography. A separate proposal discusses a Computing-In-Memory
architecture based on a patent-pending Simple and Linear Fast Adder (SLFA).
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THEORETICAL FRAMEWORK

Through a fundamental solution to the problem of numerical
representations and their computational complexity, we seek to transform
the computing industry. This initiative is based on a major revision of
mathematical foundations that allows fast and low-powered homomorphic
encryption of mathematical operations. The mathematical framework is
given in the paper shown below [1]. This article and other supporting
papers are cited in the bibliography, at the end of this proposal.

Canonical Set Theory with Applications from Parallel Matrix
Operations and Data Structures to Homomorphic Encryption

Juan Ramirez

July 7, 2023

Jalisco, México
www.binarvprojx.com
jramirez@binaryprojx.com

Abstract

Few questions have resounded through the mind of the mathematician, as much as the simple gquestion of
describing the nature of a number. The longstanding consensus is that it does not matter which set theory
is used to describe numbers., What matters is that it can be done. It s widely believed that the particular
choice of a construction for natural and real numbers is irrelevant for the rest of mathematics. Here, a set
theory s proposed as a canonical theory that vields transparent prools in lundamental areas of mathematics
including sroup theory, discrete mathematics, analvsis, data types, and new results tving these areas and
addressing Hilbert's 24-th (twenty-fourth) Problem and Benacerral's Ideptification Problem. Applications to
computer science include a model for Homomorphic Encryption, and a linearly-scaleable circuit that serves for
paralle]l addition and multiplication of scalars, vectors and matrices, with wide implications for Area-Specific
Integrated Circuits (ASICs) used in CGIL Newral Networks and Al training, Dimensionality Reduction for
Machine Learning at Soltware and Hardware Level, Digital Signal Processing, among other applications
that depend on fast and low-powered vector operations. This low-power In-Situ (In-Memory) computing
architecture, based on a patent-pending Simple and Linear Fast Adder (SLEFA), is a direct consequence of
the proposed set theory. Algebraic invariants are also deseribed with resulis bringing together zet theory,
dizcrete mathematics, number theory and algebraic structures. A canonical block [orm is defined for the
Cavley table of finite proups, in terms of the numeric representation of groups. Auwtomorphisms, and the
mimimal independent svstem of equations that define the group are given by the block form, among other
information regarding groups” internal and external structure. The proposed construction of natural numbers
is generalized to provide a simple and transparent construction of the continuum of real mimbers, with a last
approximation for the numeric derivative that can be implemented with the SLFA. Infinite data structures are
defined in the most efficient way with the smallest possible data tvpe. A countable sequence of real mumbers
is coded in a single real number, and an infinite o0 * oo real-valued matrix i= also coded with a single real
number. A real function 15 coded in a set of real numbers, and a countable sequence of real unctions 1= also
coded in a set of real numbers. These codings are meaningful and computable. Mathematical objects of all
Lypes are well assigned Lo tree structures in a proposed hierarchy of types.

Keywords: Structuralism; Set Theory; Fast Adder; Arithmetic Logic Unit; Finite Group; Real Number; Fast
Derivative; Data Types; Tree; Complexity; Matrix Multiplication; Fully-Homomorphic Encryption



The science of Cryptography was born to solve the problem of secure
communications. For example, two parties wish to communicate a
message that could be intercepted by a third party. It is desireable to
communicate the message in a Language that can be read by the
intended parties but cannot be read by unintended parties even if the
message is intercepted. This secret language is called cypher text
and the applications of these ideas are quite apparent and have been
around for a long time.

Problem:

In recent years new cryptographic problems have come up, requiring
a new type of encryption that goes beyond this simple application. For
example, you walk into a bank to solicit a loan. The bank will request
sensitive financial information, such as income, existing loans,
expenses, liabilities, investments, capital, assets, etc. The bank will
then input this information into a mathematical formula to calculate
whether or not your loan is approved. The main problem with this is
that the bank will have to see your financial data in order to make this
decision; to compute the result they will have to know the inputs.
Would it be possible for the bank to make this decision without having
to see your information? This concept is Homomorphic Encryption,
and it is the science of Computing Without Knowing. The possibilities
for creating a safe and efficient Cloud Computing environment are
limitless and will enable the safe sharing of information in the ever-
evolving integration of data and processes.

Currently there are various ways of implementing HE, but these are
not energy efficient, and time performance is not feasible for many
applications.



Solution:

The basic idea behind the scheme proposed is that operations can
be displaced to different parts of the number line. For example, the
expression 8+10=18 can be displaced. If we multiply this
expression by 2 the result is 16+20=36. Multiplying this expression
by 2 again gives 32+40=72. Notice that all three expressions are
true. You can ask someone to perform an addition for you without
telling them which addition you want them to do, because you can
ask them to add an equivalent pair of numbers anywhere on the
number line. When you have the result you simply transport the
result back to the origin, which only you know. Perhaps the addition
you wanted to know was 4+5=9, or perhaps it was 80+100=180.
These are all equivalent operations.

Why This HE Scheme?
Replacement of traditional HE schemes with the proposed
encryption will:

-Significantly Improve Time and Energy Efficiency

-Allow Fully Homomorphic Encryption

-Eliminate Noise Restrictions

What's Next?
1. Developing libraries and software for current FHE applications
and standards.

2. Research and Development of Low-Level-Languages connecting
with advancements in the hardware level such as the In-Memory
Simple and Linear Fast Adder (SLFA) presented in the adjoint
presentation.

3. Designing and Production of Encryption Units for fast and secure
cloud computing.



PROGRESS STAGES

0. Mathematical Model and Concept Product
1. Identifying Protocols for Immediate Implementation

2. Development

3. Auditing

4. Product Implementation

Progress:
We have succesfully started progress on stage 0 with a well-
defined Fully Homomorphic Encryption (FHE) Scheme.
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STAGE (0): MATHEMATICAL MODEL AND
CONGEPT PRODUCT

summary

Traditionally, encryption schemes are meant to be deciphered by a second party. However,
recent applications have required encrypting a message that the second party can access
and manipulate without deciphering it. The message can then be sent elsewhere for
verification or further processing. These scenarios can be applied to a wide range of
industries such as Al and neural network training, Universal Digital Identity, banking,
aviation, ftraffic planning, on-line commerce, cloud storage and data verification,
communications, genomics and biometric technology, etc.

A general mathematical method for HE schemes is being developed; these concepts are
available in [1]. Initially, a HE scheme should be chosen that will allow for the simple
implementation of the mathematical model, that can showcase some of the advantages and
differences with other HE implementations.

The concept product will allow users to send an encrypted numeric data base, to which only
they will have the key, along with a prompt for operating on the database. The operated
data base will be sent back to the user for deciphering. When the user deciphers the
operated data base, the result will be the same as if the operation was done on the original
database, i.e., the desired result is obtained. In other words, the user is able to release the
data to a second party to perform operations on the data, but only the user knows the initial
inputs and final result. The second party will only have access to 1) encrypted inputs, and 2)
encrypted output. The user will be the holder of a private key, which will allow him to encrypt
the inputs and decrypt the output.



0BJECTIVES FOR STAGE (0)

@ Build a Core R&D Team

@ Mathematical Model

@ (oncept Product

@ Gonclusions and Planning for Next Stages
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THE TEAM

A team of specialists in Cryptography, Medium-Level Languages, and
Mathematics will lay the groundwork for specialized, state-of-the-art,

Homomorphic Encryption schemes, among other applications to Cloud
Computing and Information Theory.

Software

The initial concept products will have to be developed with a team of SW Engs.

Mathematics

A team of mathematicians covering the basic areas of cryptography, number theory,
mathematical analysis, matrix analysis, computational geometry, AI, Probability Theory,

Finite Mathematics and Combinatorics, Algebra and Logic, will help to choose the best
research topics for later stages.



STAGE (1): IDENTIFYING PROTOGOLS
FOR IMMEDIATE IMPLEMENTATION

summary

The market and demand for Homomorphic Encryption schemes is already
existent and growing in depth and breadth. It is important to carefully
compare schemes in order to identify the best candidates for immediate
implementation using the mathematical model developed in the last stage.
Candidate schemes will be chosen on the basis of time, simplicity and
applicability, as well as strategic goals.
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0BJECTIVES FOR STAGE (1)

@ CGonsolidate and Expand the Team

@ Identify Gritical Patents from the Theoretical Framework

@ feduce Gandidate Implementations Prioritizing
Quickness and Simplicity

@ |dentifying Industries and Glients for Immediate
Implementation

@ Development and Evaluation




STAGE (2): DEVELOPMENT

summary

Once the immediate implementation industries are recognized and prioritized
by simplicity and speed of integration, along with their preliminary technical
aspects, we proceed to integrate our FHE scheme to current standards and
problems of those industries.

We seek collaboration with participants in the data processing and cloud
computing industry to replace existing FHE schemes where it is convenient.
The first applications will be in the banking and finance, aviation and
transportation, telecommunications and Cloud Computing. During this stage we
look to collaborate, by contract, with clients from key industries that will benefit
from our initial schemes.

12



0BJECTIVES FOR STAGE (2)

@® Find Sr. Engs. and Team Leadership

@ Establish Collaboration with Industry Clients
@ 3Secure Development Gontracts with Key Industries
@ Integrate Our Schemes to Glient Standards
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STAGE (3]): AUDITING

summary

In the previous stage, we work together with our clients' teams to tailor design
SW based encryption schemes for their specific needs. In this stage we ensure
that our clients conclude successful implementation of FHE to their processes.

First, a serious of security and performance audits will be conducted on our FHE

schemes. We maintain cooperation with our clients for additional testing,
troubleshooting, quality monitoring, etc.

14



0BJECTIVES OF STAGE (3)

I Testing and Troubleshooting

Validation of Schemes

I I
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STAGE (4): PRODUGT IMPLEMENTATION

summary

There is a growing complexity to the problems that computing must solve.
Some of these problems could have easier solutions if data could be freely
shared in an efficient and safe manner. For example, traffic light
synchronization can be better planned if the travel paths of most vehicles
were processed into a central data base. The first downside of such an
implementation would be the surrender of huge amounts of private and
sensitive information to a centralized data base. Because of this, FHE is
central to the solution of many socially important problems.

The implementation of Fully Homomorphic Encryption will consist of several
stages to complete. Modern cloud computing will require a vertical and
horizontal integration of FHE that allows fast, efficient and secure computing
across all devices and systems, at every level.

X 4
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0BJECTIVES OF STAGE (4)

@ First Product Applications

@ Additional Schemes

@ ([laborate Large-Scale Schemes

m®
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To secure the necessary resources for research and development,
we seek strategic collaborations and partnership with a wide range
of industries, as well as building a strong brand and reputation of
innovation and quality. As our ally, you will be greatly benefited by
this unique focus into microprocessors and other critical
technologies and acquire a strategic advantage in the changing
technological landscape.

Join us in this exciting journey and let's make history together.
Thank youl!

Juan P. Ramirez
Project Leader
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STRATEGIES

Leadership

*R+D on fast and secure
Homomorphic Encryption.

« Collaboration in R+D, with
partners of relevant
industries and institutions.

* Exploring new research
areas with applications to
Information Theory.

Innovation

* New approach to state-of-
the-art encryption.

* Innovate industrial and
academic research by
reformulating  applicable
mathematical foundations.

services and Products

« Offering a safe, private and
secure environment for
businesses and users to
share and process data as
needed.

* Providing  privacy and
security in  large-scale
integration of digital
solutions while maintaining
computational throughput.

Marketing and
Gustomer Experience

« Web Development, and online
testing/auditing.

* A general Fully Homomorphic
Encryption method that
adapts to different scenarios.

» Personalized encryption for
every application, increasing
performance and security.

EARLY TACTICS

« Validate new FHE schemes and compare the results to existing standards.

» Generate world class Research in Applied Mathematics and Computer Sciences.

« Participation in key international conferences and symposiums.

« Collaboration and strategic alliances with clients and partners.

« Early marketing strategies for connecting to general and targeted public.
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MISSION

Maintaining our clients at the forefront of fundamental
processes in digital technologies
through global high-value patents and world-class R+D.

As well as the responsible integration of technological solutions
and the exploration of state-of-the-art applications that enrich experiences for
general public, scientists and artists.

VISION

Modern anthropological sciences and technological development from Al
to Social Organization, are product of interactions between
humanities and natural sciences.

The greatest challenges that science must solve are related to human realities and
are growing in complexity and breadth.

Recognizing that the nature of our most critical problems is socio-technical,
a better comprehension of solutions and implementations will be possible.

20
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» Teaching experience

» Served in panels for designing new academic
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« Developing and solving mathematical models for
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» Research presented at area-specific
conferences and seminars

o Experience in mid-level and low-level
programming languages

« Activities divulging mathematical sciences

RESEARCH AREAS

LANGUAGES Mathematics
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Python
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RESEARCH TOPICS

General Theory of Systems

Mathematical Analysis

Axiomatic Basis and
Mathematical Foundations

Numeric Solutions

Recursivity

ALU Architecture

Computability and Complexity

Category Theory

Logical Systems

Formal Systems and Languages

Cryptography and Homomorphic
Encryption

among other related topics.

PUBLICATIONS

PARTICIPATIONS

- Conference on Recursive Solutions for Constant Coefficient Differential Equations (U. de

G. 2010)

- Conference on Axiomatic Basis for Probability (Second School on Logic and Sets, UNAM

campus Morelia, 2013)

Conference on General Theory of Systems and Algebraic Structures (Physical-
Mathematical Sciences Week, Universidad de Guadalajara, 2017)

Conference on A Natural Construction of Real Numbers (Physical-Mathematical
Sciences Week, Universidad de Guadalajara)

Workshop on Mathematics and Paint (Physical-Mathematical Sciences Week,
Universidad de Guadalajara, 2018)

- Conference on Topologies of N, in the Construction of R (Physical-Mathematical

Sciences Week, Universidad de Guadalajara, 2018)

- Organization and Direction of Art and Science Week at Universidad de Guadalajara,

including workshops, conferences, roundtables and creation of Mural Inteligente (2018).
Workshop on Mathematics and Paint (Physical-Mathematical Sciences Week,
Universidad de Guadalajara, 2018)

Workshop on Higher Order Derivatives for Solving Partial Fractions and their
Applications (XIIl Encuentro de Especialistas del Norte de Jalisco y Sur de Zacatecas,
2018).

- “The Nature of Numbers” (Logic and Foundations Special Session available online, 52

Mexican Congress of Mathematics, Monterrey, Nuevo Le6n, 2019)

« “The Nature of Numbers” (Universidad de Guanajuato/CIMAT, 2019)
- Chicago Quantum Summit (University of Chicago, 2020)
- Mural Inteligente (Inauguration of 55 Mexican Congress of Mathematics, 2022)

“Simple Representation of Natural and Real Numbers” (Logic and Foundations Sessions,
55 Mexican Congress of Mathematics, Guadalajara, Jalisco, 2022)

“Simple and Linear Fast Adder based on a Simple Representation of Natural and Real
Numbers” (Computer Science Sessions, 55 Mexican Congress of Mathematics,
Guadalajara, Jalisco, 2022)

- “Canonical Block Form for Finite Groups” (Algebra, 55 Mexican Congress of
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- "A Pseudo Measure on the Space of Finite Functions and Permutations” (Algebra, 56

Mexican Congress of Mathematics, San Luis Potosf, 2023)

- "An Algorithm for Fast Multiplication and Addition of Multiple Inputs and it's

Implementation for In-Memory-Computing” (Computer Sciences, 56 Mexican Congress
of Mathematics, San Luis Potosi, 2023)
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